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Wheaton Park District

Mike Benard

1777 S Blanchard St
Wheaton, IL 60189
mbenard@wheatonparks.org

Dear Mike,

This project is to limit connectivity between sites in order to block any illegitimate traffic on the WPD network.

This project is to be delivered in three phases, each shown as an option on this quote. The phases must be completed in order,
and each will include a meeting with Park District leadership at its conclusion.

Details regarding each phase are included in each section where the phase's pricing is listed.

Please let us know if you have any questions or would like to review this proposal together.

Geoff Pearson

Service Delivery Manager
Advanced Intelligence Engineering
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Advanced Intelligence Engineering

Phase 1 - Discovery

In this phase of the project AIE will work with staff at the Park District and support personnel for the applications in use throughout
the Park District's environment in order to identify all communications that must be opened between various segments of the

network. This stage will allow detailed planning for implementation in order to avoid conflicts with active applications which could
result in downtime.

Following this phase, AIE will meet with the Park District to discuss next steps of implementation and safeguards to adhere to in
order to minimize the risk of downtime during implementation of phase 2.

B Coordinate with WPD Staff and Application Vendors

Connect with WPD key staff to determine what access they need for their all applications at their site. Contact vendors for

applications and identify specific details for the needed communications to be allowed between network segments for each
application.

*Phase 1 - Discovery Optional Subtotal: I 7. 7- $72000

Phase 2 - Configure CC Networks

This phase of the project will implement the needed changes in the core network switches at the Community Center to prevent
unauthorized communication between the various segments of the network. Details for deployment of these changes will be
reviewed prior to deployment as part of the meeting between AIE and the Park District at the conclusion of phase 1.

At the conclusion of this phase, AIE will meet with the Park District to discuss next steps of implementation and safeguards to
adhere to in order to minimize the risk of downtime during the implementation of phase 3 of this project.

B Move CC Networks off Core Switch

Convert networks to use the firewalls at the Community Center as their default gateway. This will allow firewall rules to be
made to limit access between networks.

*Phase 2 - Configure CC Networks Optional Subtotal: =~ $1,21500
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Advanced Intelligence Engineering

Phase 3 - Limit Connectivity Between Sites

During the final phase of the project AIE will implement the needed changes at the various locations of the Park District to prevent
unauthorized communication between the various segments of the network. Changes implemented during this phase are
necessary, in conjunction with those made in phase 2, to complete proper segmentation of the network. Details for deployment of
these changes will be reviewed prior to deployment as part of the meeting between AIE and the Park District at the conclusion of
phase 2.

At the conclusion of this phase, AIE will meet with the Park District to review project and confirm that all applications and services
throughout the network are functioning as anticipated.

B Configure Firewall Rules for CC Networks

Configure firewall rules to limit connectivity between networks at the Community Center.

B Configure Site to Site Firewall Rules
Create firewall rules to limit connectivity between sites.

*Phase 3 - Limit Connectivity Between Sites Optional Subtotal: $2,880.00

Payment Terms

In order to initiate the work, AIE requires a signed copy of the agreement along with 100% down payment on all hardware and
licensing and 50% down payment on all labor. The balance of the labor, along with any additional surcharges or tax, will be billed
Net20 upon completion of the work.
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Network Segmentation - P20210108.0001

. Prepared by: Prepared for: Quote Information:
| Advanced Intelligence Wheaton Park District Quote #: GP002112
£ . Engineering
bl | Geoff Pearson 1777 S Blanchard St Version: 1
b (630) 936-4045 x114 Wheaton, IL 60189 Delivery Date: 03/05/2021
Fax (815) 346-5342 Mike Benard Expiration Date: 03/31/2021
gpearson@aie195.com (630) 510-4945

mbenard@wheatonparks.org

Assumptions

o Client staff will be available in a timely manner for questions and testing of changes.
¢ Client will provide all necessary software discs, serial numbers, and passwords for any software needing to be reinstalled.
e The work will be completed Monday-Friday / 7:30am-5:30pm, unless otherwise designated by AIE.

Should any of these assumptions prove to be incorrect, additional labor will be billed at AIE's project rates of $180/hr, with after
hours work billed at 1.5x project rates.

*Optional Expenses

Description Orie-Time

l Phase 1 - Discovery $720.00
Phase 2 - Configure CC Networks

Phase 3 - Limit Connectivity Between Sites

| $2,880.00
—
Optional Subtotal: |

Taxes, shipping, handling and other fees may apply. We reserve the right to cantel orders arising from pricing or other errors.

n Park District P\‘“K&( 16)

Advanced Intelligence Engineering Wheatg

Signature: % Signature: m \
Name: Geoff Pearson Name: Mike Benard
Title: Service Delivery Manager Title: E(ecut'we Director

Date: Date: : :g(/ 4’(/ M

Advanced Intelligence Engineering 104 E Roosevelt Rd Suite 101 Wheaton, IL 60187 Page: 5 of 5




o

. .
.
. -
.
. . . . . - - a s ——
B o B == — = B == = SRS
. oA n = n . . - =
- N L. . - . = u -
. - - n - - - - B el —— e W
.
— = B B -
. B . .
S = =L B o S o - o o .
" B EE Im =
= = . — =

RN T I T ITT T Nir=- = T AT T -
-—— = - - = = = = - - - - -
IT-—- u u - g— -I--:I'I-I— :
- - == =-n - - L H - = - - -
N u u u u -
u u u u u u
(S = A . s lal = e u a = . - B B ® - u
B )
(R LI LI - R — u = - - u u u
u N u
u - u - l u



