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Introduction

This proposal is for Secure Compliance Solutions LLC (SCS) to provide one internal and external
Penetration test with physical on-site testing at up to two locations.

Internal and External Penetration Testing
The Penetration test involves the following work effort:

SCS will provide tools, knowledge and expertise to execute an internal and external
penetration test. We can operate with as little or as much knowledge as desired by the
customer contact.

Complete a Vulnerability Assessment — Using a variety of software scanning tools and
technical tests, we will identify vulnerabilities in the network.

System Exploitation — We will attempt to exploit or gain entry into all systems within the
project to be scoped prior to test initiation. We will communicate with the customer
before attempting aggressive exploitation of any system that may result in loss of
service or damage to the system.

The Initial Penetration Testing will take approximately 15 Business Day(s) to complete in
2023,up to five business days allowed for remediation. And follow-up testing post
remediation will take up to 5 business days, with a final report being provided within 2
week(s) after the work is completed. (While all work will complete in 2023, and the
report will show period of exploitation, the final report may be issued in early 2024.)

Customer will jointly determine the start date and allowable times for the engagement
testing to be started within 2 days of contract signature.

We will attempt to compromise the access controls on designated systems by employing the
following methodology:

Enumeration — The Pen Test Team will connect to the network via the public internet. At the
start of the test, we will run a variety of information gathering tools to enumerate ports and
protocols exposed by the corporate security devices.

Vulnerability Mapping and Penetration — Any computers or devices found will be
scanned for vulnerabilities using a wide variety of tools and techniques. The tools and
techniques used will be consistent with current industry trends regarding exploitation of
vulnerabilities. We will attempt to find the weakest link that can be exploited and
attempt to gain further access into the network. We will attempt to penetrate the
network up to and including the point at which sensitive data can be accessed.
Tracking of penetration attempt — Throughout the penetration test. we will document
and record the process. We will provide a report of the penetration test which will
include data obtained from the network, and any information regarding exploitation of
vulnerabilities and the attempt to gain access to sensitive data.

Remediation — We will provide recommendations for remediation of all vulnerabilities
found during the exercise.
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Assessment Process of initial testing, preliminary report findings, period for
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Penetration 20 hours of attempted system exploitation (including hours at
up to two (2) physmal Iocatlons)

""" 4 i B '*ﬁ*‘_1 B j_*'* = T“
5 o ;f‘.;. __.tt ' 2t }
Presentation Closing Meeting to review f’ ndlngs, and share |n5|ghts on next steps to

of Results address noted vulnerabilities

Fees and Pricing
Secure Compliance Solutions will provide managed security services according to the
following pricing.

Description
Penetration Internal and
Test External Penetration Test $7,500

Additional Services as Requested:

* SCS Information Security consulting, vulnerability remediation or Incident
Response, will be billed at a rate of $175/hour on a Time and Materials (T&M)
basis.

* SCS will not execute additional work without first receiving written authorization
from the Wheaton Park District CIO or his designate.
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Terms and Conditions

®  This SOW and the performance of Services under this SOW shall be governed by Secure
Compliance Selutions LLC Terms and Conditions, which are available for review at our
website: https://www.securecomp!iance.co/termsandconditions.
© Initial and additional consulting or other optional custom services and related
deliverables must be documented and will include at a minimum: (i) a
description of the Services and Deliverables; (ii) the parties’ responsibilities and
be signed by authorized representatives of both parties.
¢ Work will be performed remotely at 5CS offices, utilizing conferencing technologies, If
Client requests onsite work, travel expenses and additional scape hours will be agreed
to In writing. In most cases, SCS can follow Travel & Expense policles of clients.

o All time frames and milestones are estimates. Factors outside of the SCS control can/
will impact estimates and include but are not limited to:

o  Wheaton/ AIE team fesponse times to requests, operational limitations, omitted
information and business decisions.

About Secure Compliance Solutions LLC

Secure Compliance Solutions LLC (SCS) was founded in 2015 to provide tailored security
architecture, technical implementatian, cybersecurity guidance and managed security
services to small-medium businesses {SMB) and government entities, in line with industry
best-practices and common cybersecurity frameworks. SCS designs and implements
information security strategies that align with, and enable organizational mission and
business objectives. Our consultants design tactical controls and procedures to ensure
that security operations behave in a consistent and predictable manner. Finally, we
implement, configure and support a wide range of information security and T
technologies to ensure protection against all manner of threats.

SCS maintains $2M/occurrence and $4M/aggregate general business and liability
insurance underwritten by Hartford Insurance Company. SCS maintains a separate $1M
cybersecurity insurance policy underwritten by the Beazley Insurance Company.

Agr_eed to: Agreed to:
Secure ompliance Solutions Wheaton Park District

— Q)D—/ et By:

¥ 4 m;ﬁ'ignature

Authorized Signature

s e
Name: WMO’\\.‘ s Name:
Date: IZ\ \‘5\‘ 287 3 Date: o
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Terms and Conditions

e This SOW and the performance of Services under this SOW shall be governed by Secure
Compliance Solutions LLC Terms and Conditions, which are available for review at our
website: https://www.securecompliance.co/termsandconditions.

o Initial and additional consulting or other optional custom services and related
deliverables must be documented and will include at a minimum: (i) a
description of the Services and Deliverables; (ii) the parties’ responsibilities and
be signed by authorized representatives of both parties.

e  Work will be performed remotely at SCS offices, utilizing conferencing technologies. If
Client requests onsite work, travel expenses and additional scope hours will be agreed
to in writing. In most cases, SCS can follow Travel & Expense policies of clients.

e All time frames and milestones are estimates. Factors outside of the SCS control can/
will impact estimates and include but are not limited to:

o Wheaton/ AIE team response times to requests, operational limitations, omitted
information and business decisions.

About Secure Compliance Solutions LLC

Secure Compliance Solutions LLC (SCS) was founded in 2015 to provide tailored security
architecture, technical implementation, cybersecurity guidance and managed security
services to small-medium businesses (SMB) and government entities, in line with industry
best-practices and common cybersecurity frameworks. SCS designs and implements
information security strategies that align with, and enable organizational mission and
business objectives. Our consultants design tactical controls and procedures to ensure
that security operations behave in a consistent and predictable manner. Finally, we
implement, configure and support a wide range of information security and IT
technologies to ensure protection against all manner of threats.

SCS maintains $2M/occurrence and $4M/aggregate general business and liability
insurance underwritten by Hartford Insurance Company. SCS maintains a separate $1M
cybersecurity insurance policy underwritten by the Beazley Insurance Company.

Agreed to: Agreed to:
Secure Compliance Solutions Wheaton Park District
By: By:
Authorized Signature Authorized Signature
Name: Name:
Date: Date: | 2 \ \\\ oi B
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